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Alternative names for this talk

ü “Buffer overflows are really hard, lying is easy”

ü “If you can’t go through the firewall, go through 
the secretary”

ü “To attack and surely take it, attack where they 
do not defend”



A Definition

efforts to influence popular attitudes and social 
behaviour on a large scale, whether by 
governments or private groups

- Wikipedia definition
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ü Bush Down to 8 Friends on Myspace

ü Jesus Christ to Star in Next Series of Batman

ü Bush Claims He Has Supernatural Abilities

ü Donald Trump missing, feared kidnapped

ü What Annoyed Us About The Olympic Opening Ceremony

ü Fox News Admits Grievous Error

ü New Economic Stimulus Package Includes Goat

ü Preliminary US Presidential election polls results here



Swine Flu Social Engineering

ü First US swine flu victims!
üUS swine flu statistics 
ü Salma Hayek caught swine flu! 
ü Swine flu worldwide!
ü Swine flu in Hollywood!
ü Swine flu in USA
üMadonna caught  swine flu!
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What is Social Engineering?

techniques hackers use to decei ve a 
trusted computer user wi thin a company 
into revealing sensitive information, or trick 
an unsuspecti ng mark into performing 
actions that create a securi ty hole for them 
to slip through

- Kevin Mitnick 



Why social engineering works

ü People want to help
ü Customer service focussed society (e.g. call centres)

ü Greed
ü Passwords for chocolate

ü Tendency to trust
ü Complacency
ü It’s easier to give people information to get r id of them

ü Fear (of getting into trouble f or not doing their job)
ü People don’t like confrontations
ü The yes rule



Remote v’s On Site v’s Real World

ü Remote
ü Email
ü Fax
ü Telephone

ü On site
ü Extreme social engineering
ü Very effective but may be easier to get caught

ü Next generation: real world attacks
ü Traffic ticket incident, February 2009


