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Summary

Network appliances

Commonflawsin SOHO http servers/ web
management software

Live presentationςAsmax& Linksys

GoAheadhttp serverissuesςlive presentation

²ƘŀǘΩǎnext?
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Network appliances

Standard software

Linux/*BSD

Bunch of OpenSourceSoftware

Web basedadministrationςƛǘΩǎso sexy! 
(is it?)

Hardware 

ȄусΣ !waΣ aLt{Σ Χ
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Network appliances

Howto build a customnetworkappliance?

Downloadlinux/*BSD

Get somehardware 

InstallfunctionallystrippedOS on the hardware

Multiplicate, market & sell

;-)
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Network appliances

Why? A LOT of functionalityisalready:
Developed

Tested

Supported

Free

(in)Secure

Web basedadministrationςƛǘΩǎso sexy! 
(is it?)
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Network appliances

ASA 8.0 (AdaptiveSecurity Appliance- Cisco)

PixOS 8.0 uses[ƛƴǳȄΧŀƴŘa lot of OpenSource

Fulllist of OS licenses: 
http://www.cisco.com/en/US/docs/security/asa/a
sa80/license/opensrce.html

x86 architecture

Web basedadministration;-)
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Network appliancesςtoday.

Open Source Software Licenses for ASA and PIX Security 
Appliances, 8.0

Apache License
ArtisticLicense
ASN1C, v.0.9.18 License
BSD 1.0 License
BSD GettextLicense
CurlLicense
CYRUS SASL 2.1.21 License
expatLicense
FreeBSD6.0-Release
Genhash(ipcad, v. 3.6.6) License
GNU FreeDocumentationLicense
TheGNU General Public License(GPL)
GNU LESSER GENERAL PUBLIC LICENSE
HSQLDB License
iconv2.0 License
ICU Licens
J2RE Standard EditionLicense
libjsMozillaLicense
libteclaLicense
libxml2 License
Linux 2.6 License
Linux-PAMLicense
LZMA SDK License
LUA License
Χ
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Network appliancesςǿƘŀǘΩǎnew?

It canall be attackedςusingknownmethods

Example

AnalyzingComplexSystems TheBlackBerryCase

AttackingBlackberryEnterpriseServer (via old, 
buggy OpenSourcelibraries).

http://www.blackhat.com/presentations/bh-
europe-06/bh-eu-06-fx.pdf
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Moving to SOHO routers

pdpshowedsomenice techniques
http://www.gnucitizen.org/blog/router-hacking-challenge/

I focusedon web management software
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Commonflaws in SOHO http servers/ web
management software

HTTP server

Usingold, buggy http servers

Theseserversseemto be justōǳƎƎȅΧ

Bugsarepubliclyavailable(eg. in changelogs)
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Commonflaws in SOHO http servers/ web
management software

Web software 

Usingold cgi-styleprogramming

Not to revealsourcecode?

Not to installresourceintensivescriptinglanguage(like
php / python) ?

Maintenancescripts/mechanisms

Vulnerableto classicattacktechniquesbasedon 
passingmaliciousinput
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Commonflaws in SOHO http servers/ web
management software

Configurationflaws

Authentication/ Authorizationchecks

No http serverhardening

http serverrunsat root (of course)

No chrooting/ other OS hardening
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Commonflaws in SOHO http servers/ web
management software

α.ǳǎƛƴŜǎǎέ issues

Security = unnecessarycost

Baselineversionsof http server/ websoftware 
arebuggy

Vendorsaddcustombugs

Network peopleseemto misunderstand
applicationissues(and software peopleseemto 
misunderstandnetwork issuesΧύ
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Letslook at ASMAX

Model: AR 804 gu(ADSL + WiFi)

FirmwareVersion: 66.34.1 (newestavailable)

Hardware: MIPS 
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