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Summary

> Networkappliances

> Commonflawsin SOHO httservers web
management software

> Livepresentation¢ Asmax& Linksys
> GoAheamttp serverissues; live presentation
>2 K| 0e®ta
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Network appliances

>» Standard software
> Linux/*BSD
> Bunch ofOpenSourceSoftware

> Webbasedadministration¢ A {s@sexy!
(isit?)
> Hardware
>EycI lwaX alLt{z X
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Network appliances

> Howto build a customnetwork appliance
> Downloadliinux*BSD
> Getsomehardware
> InstallfunctionallystrippedOS orthe hardware
> Multiplicate, market &sell

> ;)
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Network appliances

> Why? A LOT dunctionalityis already
> Developed
> Tested
> Supported
> Free
> (In)Secure
> Webbasedadministration¢ A (s@sexy!
(ISit?)
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Network appliances

> ASA 8.0AdaptiveSecurityAppliance- Cisco)
> PixOS 8.(uses][ A Y dzEaXdt of BpenSource

> Fulllist of OSicenses
nttp://www.cisco.com/en/US/docs/security/asa/a
sa80/license/opensrce.html

> X86architecture
> Webbasedadministration;-)
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Network appliancesc today.

> Open Source Software Licenses for ASA and PIX Security
Appliances, 8.0

Apachelicense

ArtisticLicense

ASNL1C, v.0.9.18cense

BSD 1.Qicense
BSDGettextLicense

CurlLicense

CYRUS SASL 2.1.kEnse
expatLicense
FreeBSB.0-Release
GenhasHipcad v. 3.6.6).icense
GNUFreeDocumentationLicense
TheGNU General Publigcensg GPL)
GNU LESSER GENERAL PUBLIC LICENSE
HSQLDBicense
iconv2.0License

ICULicens

J2RE Standait@ditionLicense
libjsMozillaLicense
libteclaLicense

libxml2License

Linux 2.6.icense
LinuxPAMLicense

LZMA SDKicense

LUALicense

X

VVVVVVVVVVVVVVVVVVVVVYVVVY
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Network appliancesc ¢ K I fie@&

> It canall be attackedc¢ usingknownmethods

> Example
> AnalyzingComplexSystemsl heBlackBerryCase

> AttackingBlackberryEnterpriseServer (via old,
buggyOpenSourcdibraries.

> http://www.blackhat.com/presentations/bh
europe-06/bh-eu-06-fx.pdf
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........................ 8B A8 O & O

Movingto SOHQouters

> pdp showedsomenicetechniques
> http://'www.gnucitizen.org/blog/routerhackingchallenge/

> | focusedon web managemensoftware
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Commonflaws in SOHO httservers/ web
management software

> HT TBserver

> Usingold, buggy httpservers
> Theseserversseemto bejustdo dzd 3 e X

> Bugsare publiclyavailable(eg.in changelogs
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Commonflaws in SOHO httservers/ web
management software

> Web software
> Usingold cgtstyle programming
> Not torevealsourcecode?

> Not to installresourceintensivescriptinglanguagglike
php/ python) ?

> Maintenancescriptsimechanisms

> Vulnerableto classiattacktechniquesbasedon
passingnaliciousinput
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Commonflaws in SOHO httservers/ web
management software

> Configuratiorflaws
> Authentication/ Authorizationchecks
> No http serverhardening
> http serverrunsat root (of coursg
> Nochrooting/ other OShardening

Copyrighted GFX content
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Commonflaws in SOHO httservers/ web
management software

>0 . dza AisSes A ¢
> Security =unnecessargost

> Baselineversionsof http server/ web software
arebuggy

> Vendorsadd custombugs

> Networkpeopleseemto misunderstand
applicationissuegandsoftwarepeopleseemto
misunderstandhetwork issueX U
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Letslook at ASMAX

> Model: AR 804u (ADSL WiF)
> FirmwareVersion 66.34.1 fewestavailablg
> Hardware: MIPS
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